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KAK SAWLUTUTD

CBOUTALLKETbI OT BUPYCOB

BUPYCbI:

« OTKPbIBAIOT YAaNeHHbIA AOCTYN K BalleMy YCTPOWCTBY
« KpagyT NoruHbl U Napornun oT OHNaH- 1 MobunbHoro 6aHka
 NepexBaTbiBalOT CeKPEeTHbIe KOAbl U3 COOBLEeHN A

3anony4mB 3T faHHble, KNGeprnpecTynHUKu
MOryT MOXMUTUTb BCE AEHbIrM C BallMUX CHETOB

KAK NMOHATD,

YTO YCTPOUCTBO 3APAXKEHO?

YTO AOEJIATD,

EC/T HA YCTPOWUCTBE BUPYC?

KAK 3ALLUTUTD

YCTPOWUCTBO OT BUPYCOB?

3aBucaerT, nepesarpy>XaeTcs UM oTKN4YaerTcs
Camo zaBepliaet paboTty NnpunoxeHun
Moka3biBaeT BCM/bIBaloOLWMe OKHa

TepseT o6bLeM NamMaTH

Mo3BoHMUTe B 6aHK M NonpocuTte 3a610KMPOBaTh AOCTYN
K OHNaiH- 1 MOBUNbHOMY 6aHKY M BCe KapTbl, KOTOpbIe
MCMONbL30Banun Ha yCTPOWCTBE

O6GpaTutech B CEpBUCHbBINA LIEHTP, YTOObI BEINEYUTb ragXeTt

MepeBbinycTUTE KapThbl, CMEHUTE /IOTUH U Naponb
OT OHNanH-6aHKa U 3aHOBO YCTAHOBUTE 6aHKOBCKOE NPUMIOXeHue

Mcnonb3yite aHTUBUPYC M perynsapHo ero o6HoBnsnTe

He nepexoguTe no ccbinikaM OT HE3HAaKOMLEB, He yCTaHaB/MBaTe
nporpamMmmbi Mo Ux NPock6e 1 He UCMOoNb3YNTe YyXue heLKm

Cka4umBaiiTe NpuUNoXeHUA TONbKO U3 NPOBEPeHHbIX CTOYHUKOB
O6HoBNnANTE ONEepaLnoHHYIO0 CUCTEMY YCTPOUCTBA

Ms6erante obwepoctynHbix Wi-Fi-cetein

Moapo6Hee o 3alMTe rafKeToB ®duHaHcoBan
yuTanTe Ha incult.info KynbTypa



KAK SALLUTUTDBCH
OT OULLUMNHTA

®OUWKMHr — BUO MOLLEHHUYEeCTBa, Korga Yy HenopeKa KpagyT
nepcoHanbHble AaHHble UWIU OeHbr C NoMouUlbio canToB-noanenok.
YacTo MOWEeHHUKM OenaiT CanThl, KOTOPpbie KaK ABe Kanin Boabl
MOXOXXU Ha CanTbl peanbHbIX OpraHM3auumn

KAK MOXXHO OKA3ATbCH
HA ®PULLIMHTOBOM CAUTE?

Mo ccbiikaM U3 MHTEPHETa UK 3aNeKTPOHHOW noyTsl, CMC,
COOBLLEHMA B COLICETAX UM MEeCCeHMKepax, peknamsl,
obbsiBNEHUN O NoTepesix, pacrnpogaxax, KoMneHcaumax

OT rocygapcTea

Xakepbi 4YacTO B3/1aMbIBalOT YY)KME aKKayHTbI,
M GUIMHroBas CChINIKa MOXKET NMPUNTU laXKe OT 3HAKOMBbIX

KAK PACIMO3HATb
PULLNHIOBbIN CAUT?

Appec OT/IM4aeTCa OT HACTOSLWEro Nnilb Napowr CUMBOOB
B agpecHoM cTpoke HeT https 1 3Ha4ka 3akpbITOro 3aMKa
AusaiH cKonmpoBaH HEKAYECTBEHHO, B TEKCTax €CTb OLWnbKN

Y caifTa Masio CTpaHuL, Unu aaxke ogHa — Afs BBOAa AaHHbIX
KapTbl

KAK YBEPEYbBCH OT ®ULLUNHTA?

YcTaHOBUTE aHTMBUPYC MU PerynapHo ob6HoBNsSnTe ero
CoxpaHainTe B 3aKnagkax agpeca HY>KHbIX CanToB
He nepexoaunTe No NOOO3pPUTENbHBIM CCbI/IKaM

Mcnonb3aynTe OTOENbHYIO KapTy ON18 MOKYNOK B MUHTEPHETE,
KnaguTe Ha Hee HY>XKHYIO CyMMYy NpsiMO nepep onnaTtoun
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KAK SALLUTUTDCH

OT OHJTAUH-MOLUEHHUKOB

Y106bI fOOpaTLCH A0 Bawnx 6aHKOBCKUX CHETOB,
MOLUEHHUKaM HY>XHbl BallU NepPCOHa/bHble AaHHble
N PEKBU3UTbI KapT

Kakue cxeMbl UCronb3yoT adepucTbl?

OBELLAIKOT 30/10TbIE TOPbI
OHDOCI::I 3d BO3HarpaxgeHuwe, counanbHbie BbiNnatbl AKX CBerl‘IpMGblﬂbele
WHBECTULMOHHbIE NpoeKThl. FapaHTiua 6elcTporo oboraweHna — NnpM3Hak obmaHa

SAMAHUBAIOT HA PACMNPOOAXKWA
OrpoMHbIE CKUAKU N HU3KWE LieHbl MOrYT OKa3aTbCsl MOLIEHHWUYECKOW YNOBKOM

CMNEKYJIMPYIOT HA TPOMKUX COBbITUAX

Hanpumep, o6baBnsoT c6op AeHer Ha pa3paboTKy BaKuMH, 06eLuatoT BepHyTb
AEHLIMM 38 OTMEHEHHbLIE Peicbl MW NPeanarakT NoNy4YuThL rocyAapCTEEHHbIe
potayuu

MACKUPYIOTCH

PaskirpsisaloT ponk NpoAasUoB U NoKynaTenein Ha NonynapHbIX caiTax 06bLaBNeHuin

Kak o6e3onacuTtb cCBOU AeHbIrM

B UHTepHeTe?

1 YcraHoBUTE aHTUBUPYC WM perynapHo oOHOBNANTE ero

3aBeguTe oTAeNbHYO Ae6eTOBYIO KapTy ANA Nnatexen
B MHTEPHETE M KNaguTe Ha Hee HYXHYIo CyMMy nepeg onnatoi

Bcerna npoBepsaiTe agpeca 3/1eKTPOHHOR NoYThl U CAaiTOB —
OHW MOTYT OTIMYaTLCA OT OhULMaNbHBIX NULLL Napoi CUMBO/OB

4 He nepexoaunte No ccbiikam OT He3HakKoMUeB —
cpasy yaanante COMHWTe/lbHble COo0LLeHns

HukoMmy He coobliaiTe CBOU NepcoHanbHblie faHHbIe
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POCCUACKOW ®EQEPALLIMK

OCTOPOXHO:
TENE®POHHbIE MOLLEHHUKMUA!

S NMPUSHAKOB OBMAHA

HA BAC
BbIXOOAT CAMU

AdepucTbl MOryT
npeacraBuUTbes cnyx6om
6e3onacHocTH 6aHkKa,
HanoroBowu,

npoKypaTypou

JTio6oi1 HeoXXMaaHHbIN
3BOHOK, CMC wnu nucbmo —
NoBOA HACTOPOXUTbCA

3BOHAT
13 baHka, NonMumMK

WK ApYro opraHn3aummn?

PALYIOT BHE3AMHOM
BbIrOAOU UMM NYTAIOT ~ YBEOMUTECH,
CunbHble 3MOLIMK YTO 3TO He MOLIEHHUKK!
NPpUTYNNAKOT

6auTenbHOCTb

O BAXHO!

CoTpyaHuKn 6aHKOB 1 NONULMK C
HWKOIOA He cnpawuBaioT ®
PEeKBU3UTbI KapThbl, Naponu

n3 CMC, nepcoHanbHble AaHHble
M He NPOCHAT coBepliaTb
nepesoabl C Ballen KapTbl
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e HA BAC OABAT

AdepucTtbl Bcerga
TOpONSAT, Y4TO6bI

y Bac He b6bln1o
BpeMeHu Bce obaymaTtb

9 FOBOPSIT O AEHbBIAX

MpepnaratoT cnacTm
cbepexeHuns, nony4nTb
KOMIMEHCaUMIO UK BNOXUTLCSA
B UHBECTULIMOHHbIN NPOEKT

9 MPOCSIT COOBLUMTD
OAHHBIE
3J'IOYMbILI.IJ'IEHH HnKoB

UHTEpeCYIOT PEKBU3UTbI

KapTbl, Iaponu 1 Kopabl
13 6aHKOBCKUX YBeOM/IeHUM

HUKOIGA HUKOMY
HE COOBLUAUTE:

Kopbl uz CMC

TPex3Ha4Hbl Kog Ha 060pOoTHOM
cTopoHe kaptbl (CVV/CVC)

PIN-kopg

naponun/norvHbl K 6aHKoBCKOMY
NPUIOXKEHWUIO U OHNaNH-6aHKY
KO[0BOE C/IOBO

nepcoHarnbHbie AaHHble

®duHaHcoBan
KynbTypa



FEHEPATbHASA MPOKYPATYPA
POCCHMACKOW ®EQEPALIMK

MWHWCTEPCTBO BHYTPEHHWX AEN
POCCHIMCKOW ®EOEPALIAWA

© 3AB/IOKUPOBATb ® HAMUCATb © OBPATUTDbCHA
KAPTY 3AABNEHUE 9 HECOIMACHUH . Bnonuuuio
: C ONEPALIMEM é
]
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« Mo HoMepy TenedoHa 6aHKa 3anBneHne JoMKHO . Yem 6onblue noaei
Ha 6aHKOBCKOM KapTe 6bITb HanNMcaHo: .~ nogaayT 3asiBNeHus,
“nn Ha oruManbLHOM caiTe « B TEMEHIE CYTOK NOCHe . TeM BbllUe BEPOATHOCT,
« Yepes MOGUMLHOE NPUMIOXKEHUE = COOBLLEHUS O CMUCAHUK . YTO NPecTynHUKOB
« Yepes NMUHbI KaBUHeT i AeHer o OO
Ha odhmuManbHOM canTe GaHKa « HA MecTe B oTAeNneHuu
: 6aHKa

- B oTgeneHnn 6aHKa

KAK OBE3OINACUTb AEHbI'N HA CHETAX?

HUKOMY HE COOBLLUAMUTE: KOOOBOE C/TOBO
« CPOK OENCTBUSA KapTbl U TPEX3HauYHbI Kog Ha3blBalTe TONbKO COTPYAHMKY GaHkKa,
Ha ee o6opoTHOW cTopoHe (CVV/CVC) Korga camu 3BOHWUTE Ha ropsAYyto
NUHUIO

» Maponn U Koabl U3 yBeaoMNEeHUA
« J/IOFUH U Napo/ib OT OHNanH-6aHKa

HE NYB/IMKYWUTE

nepcoHanbHble AaHHbIE B OTKPbITOM OCTyne BaHk He ROMECHCAPYET

noTepu, ec/niM Bbl HAPYLUWN

npasuna 6esonacHoro
MCNoNb30BaHUA KapThbl

YCTAHOBUTE
aHTMBMPYCbl Ha BCE YCTPONCTBA

yuTanTe Ha fincult.info KynbTypa

Moapo6Hee o npaBMnax 6e3onacHOCTH a ®uHaHcoBas



